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If you have any questions or problems during the configuration of the LDAP Module,
please contact the team at: fit@al ceatech.com




Installing the FIT LDAP Module

Make sure that you have ingdled and configured the LDAP module by following the
sepsin our LDAP Module Ingdlation ingructions at the following location:

http:/Amww fittrackingsol utions.com/support/L DA PM odul €l nstructions- 130807 pdf

Configuring Active Directory for SSL access

If the Certificate Authority (CA) is not ingaled, you caningdl it on your Active
Directory server asfollows.

1. ClickStart -> Control Pand -> Add or Remove Programs.
2. Click Add/Remove Windows Components and select Certificate Services.
3. Fallow the procedure provided to ingall the Certificate Services CA.

Verifying that SSL isenabled on the Active Directory server
To verify that SSL. has been enabled on the Active Directory server, do the following:

1. Ensurethat Windows Support Tools isingtaled on the Active Directory machine.
The suptods.msi setup programis located in the \Support\Tools directory on
your Windows ingdlation CD.

2. Sdect Start -> All Programs-> Windows Support Tools->Command
Prompt. Start the Idp tool by typing | dp a the command prompt.

3. From theldp window, sdlect Connection -> Connect and supply the host name
and port number (636). Also sdlect the SSL check box.

Note: Ensurethat you type the Active Directory domain server name correctly.

If successful, awindow is displayed liging information related to the Activ e Directory
SSL connection. If the connection is unsuccessful, restart your system, and repest this
procedure.

Exporting the certificate from the Active Directory server
To export the CA certificate from the Active Directory server, follow these steps:

1. LogonasaDoman Adminigtrator to the Active Directory domain.
2. Export the certificate from the Active Directory server to afile. To do so, follow
these steps:
a. Click Start -> Control Panel -> Administrative Tools -> Certificate
Authority to open the CA Microsoft Management Console (MMC) GUI.
b. Highlight the CA machine and right-click to select Propertiesfor the CA.



From Generd menu, dick View Certificate.

Sdect the Details view, and click the Copy to File button on the lower-
right corner of the window.

e. Usethe Certificate Export Wizard to save the CA certificate in afile.
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Note: You can savethe CA cetificate in either DER Encoded Binary X-
509 format or Based-64 Encoded X -509 formet.

Adding the certificateto a Java keystore

Because FIT isbuilt in Java, the CA certificate must be added to a Java keystore using
keytool.exe. This can befound in the C:./Program FilesFI T/jre/bin directory, assuming
FIT wasingaled to the default location

1. Sdect Start -> Run... and type cnd to open up acommand prompt.

2. Enter thefollowing command (modify paths as needed. Replace
“ActiveDirectory.cer” with the name of the certificate that was exported from
Active Directory above):

C./ProgramFiles/FIT/jrelbin/keytool -inmport —trustcacerts -keystore

C./ProgramFiles/FIT/FIT.ks -file C./Program
Files/FI T/ ActiveDirectory. cer

Updating the Idap.cfg file
Open the Idap.cfg file found in the FIT ingtalation directory and add the following lines:

### ActiveDirectory SSL
j ava. nam ng. security. protocol, ssl
java.nam ng.referral ,fol | ow

Next, find the line that 1ooks like the following (should be at the top, line 2):

j ava. nam ng. provi der.url, LDAP: //192. 168. 0. 201: 389/ DC=ser ver 2003, DC=al ce
at ech, DC=com

To connect viaSSL, change “LDAP: ” to “LDAPS: ” and the port number () to 636, as
shown below:

j ava. nam ng. provi der.url, LDAPS://192. 168. 0. 201: 636/ DC=ser ver 2003, DC=al ¢
eat ech, DC=com

After saving these changes, FIT can be restarted and should be able to connect to Active
Directory viaSSL.



